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How to decrypt a WPA encrypted communication with Wireshark

This lesson describes step by step how to decrypt a WPA encrypted communication with 
Wireshark.
It suppose that a capture was previously done "in the air".
As this can be done for troubleshooting purpose it also suppose that the WPA key is known (it's 
not a hacking lesson).

Capture the Wireless traffic between a client and an AP

As said previously and as represented above, a communication between a client and an AP must 
first be done.
Laptops running under Windows need most of the time to have specific hardware to be able to 
realise such a capture in "monitor mode". It means all the packets the Wifi NIC is able to see. 
Linux systems with airmon-ng are able to do that and support most of the wiresless adapters.

In our example traffic was captured between an Open BAT and and Apple Iphone. The 
communication is encrypted with WPA2.
Capture was done on a laptop with Ubuntu, airmong-ng and Wireshark.
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How does the capture looks like

In the capture, the traffic between the iphone and the Access Point can be identified, but canno't 
be interpreted.
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Check that the "4 way handshake" was captured

The capture must include the association and authentication process.
The EAPOL 4 way handshake is part of it. If it isn't included in the capture then a decryption as 
described in the following steps won't be possible.
It means of course that the capture must be started before the client associate with the AP.
To make sure that the 4 way handshake is included in the capture "eapol" can be used as display 
filter in wireshark.
The 4 way handhake can be then easily be identified. The 4 messages of the handshake must be 
present in the capture.

Add the Wireless toolbar in Wireshark

Go in view and select "Wireless toolbar".
Make sure that the "Decryption Keys" button is included in the toolbar.
If not (Wireless for Linux), you can access the Decryption Keys and procede to the following step 
in:
Edit > Preferences > Protocols > IEEE 802.11 > Decryptions Keys [Edit]
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Enter the WPA password

In the Wireless Toolbar, select "Decryption Keys"
In the Decryption Key Management Window, select "New"
Enter the WPA passord selecting "WPA-PWD" as Type.

If you accessed thsi menu via the "Preferences" (in the case you don't have "Decryption Keys" in 
the Wireless toolbar), password and SSID must be entered as follow:
Key Type = wpa-pwd
Key = password:SSID  (in our case: "lolothebest:TOTO1")

> OK
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Result

The packets containing data exchanged between the AP and the Iphone can now be interpreted 
by Wireshark.

NB: In some cases I already had to restart Wireshark after entering the WPA password.
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